import { BaseApp } from "./BaseApp.js";
class ProtectApp extends BaseApp {
    pnlFile = this.querySelector(".panel-file");
    constructor() {
        super();
        this.board.step = 1;
        this.pnlFile.addEventListener("change", () => void this.onFilePicked());
    }
    async processAsync() {
        const file = this.pnlFile.file;
        if (!file) {
            return 1;
        }
        const [url, params, isDecrypting] = this.getInput();
        try {
            this.currResult =
                await this.requestOperationAsync(url, [file], params);
        }
        catch (e) {
            if (isDecrypting) {
                throw new Error("RemovePassword_IncorrectPassword".loc());
            }
            else {
                throw e;
            }
        }
        if (this.currResult?.id) {
            return this.redirectToResult(this.currResult);
        }
        else {
            return 3;
        }
    }
    getInput() {
        const isAddingPw = this.querySelector(`input[name="operator"][value="add"]`)
            ?.checked;
        const url = this.apiServer + "api/edit/" +
            (isAddingPw ? "encrypt/" : "decrypt/");
        const params = {};
        if (isAddingPw) {
            let userPw = this.querySelector("#txt-user-pw")?.value;
            let ownerPw = this.querySelector("#txt-owner-pw")?.value;
            if (!ownerPw && !userPw) {
                throw new Error("Protect_Error_EnterEitherPw".loc());
            }
            params.OwnerPassword = ownerPw;
            params.UserPassword = userPw;
            params.Alg = "aes";
        }
        else {
            params.Password = this.querySelector("#txt-input-password")?.value;
            if (!params.Password) {
                throw new Error("Protect_Error_EnterPw".loc());
            }
        }
        return [url, params, !isAddingPw];
    }
    onFilePicked() {
        this.board.step = this.pnlFile.file ? 3 : 1;
    }
    static register() {
        BaseApp.register();
        customElements.define("protect-app", this);
    }
}
ProtectApp.register();
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